TTNC LIMITED
ACCEPTABLE USE POLICY

July 2022

TTNC have formulated this acceptable use policy (AUP) in order to encourage the responsible use of
TTNC's networks, systems, services, web sites and products (collectively "TTNC’s Network and Services”)
by our customers and other users (“*Users”), and to enable us to provide our Users with secure, reliable
and productive services.

1. Introduction
1.1. This acceptable use policy (“Policy”) sets out:

1.1.1. The minimum standards of behaviour required from you when you use our network and
the internet via our network

1.1.2. certain actions which are prohibited; and

1.1.3. what we may do if you fail to meet those minimum standards.

1.2.The Policy is designed to protect both you and TTNC from any claims from third parties that your use
of the TTNC's services is inappropriate or damaging to such third parties.

1.2.1. The actions prohibited, and the minimum standards set out in the Policy are not a complete
list. If you are unsure about any contemplated action or use, please contact
support@ttnc.co.uk.

1.2.2. By using the Services you agree to be bound by our Policy.

2. Use of the Service
2.1.You will not use the Service in breach of Applicable Law or your obligations in the contract to respect
human rights, or otherwise in any way that TTNC reasonably considers to be:

2.1.1. fraudulent or dishonest;

2.1.2. detrimental to any person or in @a manner which violates or otherwise encroaches on the
rights of others (including copyright, intellectual property, rights of privacy and free
expression);

2.1.3. detrimental to the provision of services to you or any other TTNC customer; or

2.1.4. damaging to TTNC's brand or reputation.

2.2.You will not use the Service to take, or attempt to take, any action that could:

2.2.1. transfer files that are, contain or are made up of viruses, worms, Trojans, distributed denial
of service, any back door or time-bomb or other harmful programmes or software designed
to violate the security of TTNC, any other person or company; or

2.2.2. prevent, block or obstruct access to any programme installed on, or data saved in, any
computer or damage or harm the operation of any of these programmes or the reliability or
accuracy of any of this data.

2.2.3. interfere with service to any user, host, or network. This includes, but is not limited to,

"flooding" of networks, deliberate attempts to overload a service, and attempts to "crash" a
host.

2.3.Unless agreed with TTNC first in writing:
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2.3.1. you will only use the Services, and will ensure that your Users only use the Services, for
the commercial and business purposes for which they have been designed (including as may
be described in the Schedule to your Contract);

2.3.2. you will not, and will ensure that your Users will not, modify, amend, change, reconfigure
or otherwise repurpose all or any part of the Services for uses other than those pursuant to
Paragraph 2.3.1 above; and

2.3.3. you will only provide access to the Services to your Users. If TTNC consents to the provision
of the Services to third party users in accordance with this Paragraph 2.3 you will ensure
that any such third party users comply with the terms of this AUP.

2.4.Use of Materials

2.4.1. You will not create, download, receive, store, send, publish, transmit, upload or otherwise
distribute any material, including information, pictures, music, video or data, that TTNC
reasonably considers to be:

2.4.1.1. harmful, immoral, improper, indecent, defamatory, offensive, abusive, discriminatory,
threatening, harassing or menacing;

2.4.1.2. promoting or encouraging of illegal, socially unacceptable or irresponsible behaviour,
or that may be otherwise harmful to any person or animal;

2.4.1.3. in breach of the intellectual property rights of TTNC or any other company or person,
for example by using, distributing or copying protected or ‘pirated’ material without
the express permission of the owner;

2.4.1.4.in breach of the privacy or data protection rights of TTNC or any other person or
company; or

2.4.1.5. in contravention of any licence, code of practice, instructions or guidelines issued by a
regulatory authority.

2.4.2. You will ensure that all material that is derived from the machines or networks that you
use in connection with the Service is not in breach of this AUP.

3. Systems and Security
3.1.You will not:
3.1.1. take any action that could:

a) damage, interfere with, weaken, destroy, disrupt, harm, violate, disable, overburden,
overtake, compromise, hack into or otherwise adversely affect any computer system,
network, or the internet access of the TTNC Network or network of any other person or
company; or

b) adversely affect or tamper with TTNC's security, the TTNC Network or any system or
security network that belongs to any other person or company.

3.1 access any computer system or network belonging to any person or company for any purpose
without permission, including to probe, scan or test the security of a computer system or network
or to monitor data traffic;

3.1.1 connect the TTNC Network to machines, equipment or services that do not have adequate
security protection or that are able to be used by others to carry out conduct that is not
allowed by this AUP; or

3.1.2 collect, take or harvest any information or data from any TTNC services, TTNC's system
or network or attempt to undermine any of TTNC'’s servers or systems that run TTNC
services.

4 Communicating using the Service
4.1 When using any Service that allows you to communicate with others, including by phone, email
or instant message, you will not:
4.1.1 communicate in any way that TTNC reasonably considers to be:
4.1.1.1 spam;
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4.1.1.2 causing annoyance, inconvenience, distress, offence or anxiety to any person (for
example, hoax calls);

3 likely to damage, harm, ruin or affect the enjoyment of any person; or

4  offensive on the grounds of race, sex, religion, nationality, disability, sexual
orientation, age or any other similar categorisation;

4.1.2 impersonate or otherwise misrepresent another person, or help others to do the same,
which includes faking, forging or hiding email headers, subjects, sender details or caller
ID details;

4.1.3send unsolicited communications such as unsolicited bulk emails or text messages,
‘mailbombs’, nuisance calls or advertising; or

4.1.4send any emails, make any calls or communicate with any other person or company in
any way that may suggest, indicate or imply that you are employed by TTNC.

4.1.1.
4.1.1.

Responsibilities of the account holder
Your use of the internet is at your own risk and you will be responsible for:
5.1.1 vyour use of the internet, including any material that you access through the internet, and
any websites or pages that you own, run or control using the Service;
5.1.2 all material that is stored on, or accessed or distributed by the devices that you use in
connection with the Service; and
5.1.3 making sure, when sharing the internet over a private network on your premises, that
your network is secure and that any internet connection sharing software that you use
does not permit access from outside of your network.
You accept that the internet is never completely private or secure and that any data or information
that you send using the Service may be read or intercepted by others.
You will make sure that your computer systems, network and equipment have the appropriate
security software installed, such as up-to-date virus protection and firewalls, so that they are
protected against viruses, worms, Trojans and other risks and so that others cannot access them
without your permission or interrupt your use of the Service and TTNC will not be responsible for any
negative consequences that occur as a result of your failure to install appropriate security software.

TTNC’s rights and responsibilities
TTNC may monitor:
6.1.1 material available on the internet or the activities of other internet users; or
6.1.2 any material that belongs to another person or company and that you may be able to
access through the Service.
TTNC will not guarantee that all material accessed through the Service is free of illegal content or
content that is otherwise considered unacceptable, inappropriate or offensive.
If TTNC is aware, or reasonably believes, that you have breached this AUP, TTNC reserves the right
to take any action it deems appropriate including:
6.3.1 investigating the possible breach and using your personal details to contact you by email
or phone to gather further information, discuss TTNC’s concerns, or issue you with a
formal warning;
6.3.2 running network and computing systems to find and resolve issues covered by this AUP;
and
6.3.3 any other right TTNC has in the General Terms regarding your breach of this AUP.

Getting in touch
If you have any questions about this AUP, you can contact TTNC using the methods set out at
support@ttnc.co.uk.
If you suspect that someone has breached the terms of this AUP and you would like to report or
make a complaint about their use of the services, please email abuse@ttnc.co.uk

TTNC Limited
T[T|N[Cc
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Tel: 020 3151 1000 | Email: sales@tinc.co.uk | Web: www.tinc.co.uk

TTNC is a limited company registered in England and Wales. Registration Number: 05256607.
Registered Office: Bridgford House, Heyes Lane, Alderley Edge, Cheshire, England, SK9 7JP
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